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Abstract 

Information is an important part of all living beings. The blueprint information about an organism is 

encoded in the DNA, which is passed to their descendants and evolved through times from simple to 

become more complex and adaptable beings. Early humans imprinted their existence on caves and bones 

or encoded it in hieroglyphs. Modern humans write on papers or store it electronically on digital media, 

thanks to the development of IT (Information Technology). The IT consists of computing, storage, and 

communication devices. Most present day computing devices, whether it is a pocket calculator, PC, 

notebook computers, microcontroller, or smart-phones implements a general computational model 

named as a Turing Machine (TM). Its generality is formulated in the Church-Turing thesis, which says that 

“any realistic model of computing can be efficiently simulated by a Turing Machine”. An inherent drawback 

of the TM-based computers is its limited capability in solving hard-problems, which are problems with 

exponential (or higher) complexity. An alternate computing model is based on Quantum Mechanics, which 

is called Quantum Computers, can overcome this problem. Based on the superposition principles, qubits 

-- which are the quantum version of the classical bits, can handle exponential grows of the problem space. 

An important milestone in quantum computing was achieved in October 2019 when a Google Quantum 

Processor, i.e. the 53 qubits Sycamore, capable of solving a particular problem in 200 seconds whereas 

the state-of-the art supercomputer needs 10,000 years. This quantum supremacy eventually disproved 

the Church-Turing thesis. Even worse, present-day RSA based public key encryption can potentially be 

broken by Shor quantum computing algorithm. Therefore, post-quantum encryption should be developed. 

A potential candidate is encryption by using QKD (Quantum Key Distribution Scheme) which based on the 

law of physics cannot be broken. This talk covers these issues, including current progress and implications 

to future technology. 
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